Computing Privileges and Responsibilities

· Computing policy statement

· Privileges and responsibilities

· Maintain the Security and Confidentiality of Your account

· Respect for Other’s Property and Privacy Rights

· Improper/Legal communication

· Responsible Sharing of Resources

· Personal Use

· Misuse and Inappropriate Behavior Privacy that includes Access to Student Data

· Monitoring Activities (e.g. vulnerability scanning, intrusion detection, abuse)

· Enforcement that includes Restriction of Privileges during investigations and Adverse Impact on Shared Systems. (e.g. Network suspension, Account suspension, Disciplinary Actions via Student Affairs – see sanctions in student handbook)

· Scenario based assessment – Students will be presented with two scenarios, to assess how to apply the Computing policy to e very day situation, when using computing resources on campus. 

Protecting Information and Resources

· Definition of CIA ( Confidentiality, Integrity and Availability)

· Information Security Policy 

· How does it relate to students

· Policy statement

· Roles and Responsibilities 

· Students role in protecting institutional data

· Data Classification

· Data Protection

· Risks to potential compromised data

· Scenario based assessment – Students will be presented with one or two scenarios, to assess how would students relate protecting institutional data to every day situation when using CMU computing resources

· Students will be asked to define CIA

Copyright and File Sharing

· Define P2P File Sharing

· Introduction to what is DMC A (Digital Millennium Copyright Act) and Higher Education Copyright Act)

· How does DMCA and Higher Education Copyright Act govern the use of Peer to Peer File Sharing technology

· Explanation of Peer to Peer file sharing (emphasize that P2P is a legitimate technology that shouldn’t be used for illegal activities)

· Infringement notices and response activities

· Sample of infringement notice to students

· Penalties and legal actions for the illegal uses of file sharing technology over the network, as it relates to copyright law 

· Recommended security practices when using P2P File Sharing

· Legal alternatives for File sharing

· Assessment questions on the information provided for students 

· Scenario based assessment - 
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