Learning Objectives:

Summarize your privileges and responsibilities as a member of Carnegie Mellon’s computing community. 

· Summarize aspects of the University computing policy that are likely to impact your life.

· Identify appropriate behaviors and consequences in commonly encountered situations governed by the university computing policy

· Describe the range of penalties for misuse of computing resources

· Given common potential security compromise scenarios, identify your obligations for response and reporting

· Recognize inappropriate behavior with regard to the use of computing resources
· Define quota as a rationing of shared resources and identify resources to which a quota may apply.

ISO – C@CM Content 

Section [1] - Computing Privileges and Responsibilities
Brian Kelly a physics major, was given information on how to connect his laptop to the network when he collected his dorm key from the housing booth in front of the Morewood lot.   Amy Summers, a fourth year computer major,  and a moving helper, was assisting with connecting  new students computers to the network if required.  Brian requested Amy’s assistance with connecting his laptop and XBOX to the network.  In STEP 1 of FirstConnect, Carnegie Mellon’s network registration process, Brian was asked to read a number of policies and guidelines and then acknowledge that he would abide by each.  Avoiding to spend the time to read the policy and guidelines, Brian liked on I AGREE button to move to step 2. Amy stopped him by requesting that he should be reading the policies first.

Brian: Do I really need to read all these policies and guidelines?

Amy: It’s important that you take the time to understand your responsibilities as a use of Carnegie Mellon’s network. Inappropriate behavior could result in your computer being suspended from the network.  

Brian: why would I be kicked off the network?

Amy: Good question, this is exactly what you will learn from reading the computing policy.  It is simple, let me help you.  The computing policy is similar to the Acceptance User Policy (AUP) that you used to sign at your Middle and High School at the beginning of each academic year. It
 governs the use of computing resources on campus including network access, and establishes your responsibilities as a user. 

Brian: So it tells me that to do and not what to do?

Amy: Well! Not because you are a student at Carnegie Mellon, it is a given right that you are provided with such fabulous resources. It is a privilege to have such resources available for students to achieve their education and research goals and for staff to conduct their work effectively and efficiently. 

Brian: So you are saying that this policy applies to students, faculty and staff, and to all computing systems and resources, whether the computing facilities are owned, leased or contracted?  

Amy: Right! It applies to all resources whether owned by the university, leased or contracted. I also applies to using your personal computer on the network. It sets forth acceptable and unacceptable behavior on the part of computer systems users at the university with respect to other users’ privacy. 

Students should avoid using a computer system without proper authorization through the university, college or department.  They also shouldn’t destroy or take any computer equipment whether it belongs to the university to other individuals. 

Brian: You’ve mentioned privileges
, what are they?

Amy:
 1. Access to a fast network. Carnegie Mellon provides you with free Internet access. You are provided with 2 Gigabits of bandwidth per day for wired/wireless.  Bandwidth is the maximum amount of data that can travel a communications path in a given time. Your access points are from anywhere on campus and housing.  It is your responsibility not to exceed this limit and follow Computing Services bandwidth usage guide ; otherwise you may be kicked off the network for 45 days.  So be careful when downloading movies, songs and XBOX games 

2. Access to numerous online resources using your Andrew ID and password. Your Andrew ID and password provide you with access to the Andrew email system, the Andrew web portal, Student Information Online, your grades, various library resources and much more. Andrew email allocates a storage space of 2000 megabytes/user. 

3. Clusters all around campus where you can access a computer with your Andrew ID and password. There are Windows, Macintosh and Linux computers equipped with a large number of software packages. Each student is allocated 1 Gigabytes of centralized storage space using MyFiles. . You can’t exceed this quota
.  

4. You are provided with apace on the university file server AFS , which allocates a quota of 1 gigabyte per user.

5.  You will have access to download software from the Computing Services site, at Licensed Software with no charge.  You are allowed to download the software on five machines that you personally use; which means that you can download the anti-virus software on your laptop, your home computer, and the new laptop you think to purchase and for a template PC/Pad.  Distribution of such software to others violates Carnegie Mellon’s Copyright Policy and could result in a large fine and disciplinary action. 

6.  There are printers and scanners for you to use at various locations on campus including housing for students’ convenience.  You are provided upon registration, with an Andrew Printing quota of $40/semester.  Although it does say $40, it is calculated against the number of prints a user is allowed to print.  You will only have to pay once you exceed your printing quota. 

In general, all computing systems and resources provided to you by the university is a privilege.  It is the user’s responsibility to maintain proper use of the resources and not vandalize, damage or misuse them.  It is also our responsibility to respect other users’ right to use shared resources
.  When you access My CMU.EDU, then click on the Computing tap, you can monitor your use for each of the above mentioned quota. 

Brian: Wow! Some of privileges are: (please list three privileges the university provides you as a user)
And my quota for

a. AFS storage space is………

b. Andrew Printing……..

c. Bandwidth ……….

d. Email storage space …………

You’ve also mentioned that some of my responsibilities are (please list four responsibilities)
Amy: Absolutely! 

Brian: In mentioning Andrew mail, it took me a long time to figure out how to meet the password requirements for my Andrew ID.  Just to think of one that is no less than eight characters, includes upper and lower case letters, numbers and special characters (symbols), and cannot include first and last names, andrew ID, date of birth or SSN, and no more than four occurrences of the same character!!!!!!!   It took me six tries to set a strong password. To think that I have to do that again after six months is a headache. 

Amy:   You will get used to protect your confidential information and the information of others, by setting a strong password. I’ve seen students writing their passwords on a sticky note next to their computer or on their screen, or write a list of their passwords in a computer document, while leaving their machine on all day.  It is like leaving your bank deposit key on plain view for anyone to grab. 

Brian: I did not think about it in this context.  It does make sense to change the password frequently, and not to use the same password for email, financial accounts, social networking, etc. And to set a password that is easy to remember but strong, and if I need write it down, I will place a note in a safe place or encrypt it. 

Amy: What! Did I hear you mentioning encryption?  

Brian: Don’t be surprised. My high school technology teacher recommended that we password protect documents containing confidential information or encrypt it before we send it as an email attachment or carry it on a flash (thump) drive or any removable media 

Amy: I am impressed! You will learn more about encryption when you take Safe Computing at Computing at Carnegie Mellon course (C@CM).   You will also learn how to manage your Andrew Account password, install and update an anti-virus software and update your operating system.  Students should play it safe, by not sharing their password with others, not attempting to “crack” or guess other users’ password, or run a capturing programs to obtain passwords.

Brian: Does the computing policy cover improper and illegal communications
? Similar to, we can’t use the communication medium at Carnegie Mellon for libelous material, obscene messages, harassment, forgery, threats and improper communication for rational remarks?

Amy: The university does encourage freedom of speech under its Freedom of Expression policy, but takes a strong stand against improper or illegal communication, similar to what you have mentioned. 

The computing policy also covers the users responsibility to respect copyright agreements and intellectual properties
.  I often hear students complaining that they’ve received a message indicating that their machine will be suspended from the network due to illegal distribution of material protected by copyright law.  Students, who download free movies to watch on their computers, and to share songs with others, find themselves in trouble with the law either in or out of the university, depending on the severity of their actions.  Imagine, one student had to go to court and pay a huge fine for illegally downloading and sharing music. Financial penalties for illegal download and distribution of songs could range from $150,000/incident to $80,000 /song.

Brian: What happens if it is around exam time, would the university suspend a student’s access to the internet for illegally distributing media, even if they did not mean to?  If a student is using a file sharing application, then someone accessed and copied the files without their knowledge, would they still be trouble?

Amy: Yes.  AT C@CM you will learn how to safely use file sharing programs. It is your responsibility as a user to ensure no distribution of copyright protected material that you have on your computer.  Even if you are preparing for final exams or working nearing a deadline for a graduation project, the university will investigate a notice of copyright infringement and, if necessary, take steps to stop further infringement even if it includes suspending network access 

Brian: That is harsh!  So a user of university computing resources is responsible for  (please list five responsibilities)

Provide a short scenario where a student’s misuse of computing resources can result in disciplinary actions:  (please indicate what disciplinary actions this student will face)

Amy: The Computing Policy under the misuse and inappropriate behavior section lists some of the inappropriate behavior in the use of computers that is punishable under the general university policies and regulations for all community members.  Depending on the range of the offense from minor to severe, the punishment could also range from sending an information email to suspension of network access. A student could be subjected to even harsher punishment if the misuse or inappropriate behavior violated a state or federal law. 

Let us briefly, go over ten of the listed inappropriate behavior:
• Concealing your identity, or assuming the identity of another (e.g., by sending forged electronic mail). The user must presume that the contents of any other users’ directory are private
 unless expressly designated otherwise. 

Keeping your identity private either by not setting an identity in your browser or by using a Web-anonymizer in order to protect yourself from being put onto mailing lists is not a violation of this policy.
• Using another person’s computer account, userID, files, or data without appropriate permission, (e.g. using an account found “logged in” on a cluster machine).

• Deleting or tampering with another user’s files or with information stored by another user on any form of electronic storage media (disk, tape, memory, etc).
• Attempting to circumvent system security (e.g. breaking into a system or using programs to obtain “root” access), without the explicit permission of the owner of that system.

• Denying appropriate access to resources to other users (e.g. “ping flooding” another system, sending “mail bombs,” or modifying a login file in order to cause a user to not be able to log in).

• Releasing programs such as viruses, Trojan horses, worms, etc., that disrupt other users, damage software or hardware, disrupt network performance, or replicate themselves for malicious purpose.

• Sending commercial solicitations via electronic mail (i.e. spamming) to individuals, or to newsgroups or mailing lists where such advertising is not part of the purpose of the group or list. (It is permissible to send a commercial solicitation to a “for sale” newsgroup, provided that the advertisement conforms to other policies and guidelines at Carnegie Mellon.)

• Reselling of services based on the university network, such as web hosting, mailing services or the selling of shell accounts.

• Running a proxy server which results in inappropriate or unauthorized access to university materials to non-university members.

• Advertising commercial businesses or ventures on Web pages hosted by Carnegie Mellon, unless prior authorization has been granted.

Brian: Whom should I contact if I need to clarify the appropriateness of some of the work I need to do for a class, or if I notice a misuse of the equipment, or if I find media data files in a cluster or on the floor. 

Amy: you can always contact the Computing Services Help Center at 412-2680 HELP or advisor+@andrew.cmu.edu if you need to clarify the appropriateness of what you plan to do, or discuss it with your course faculty if is related to a course project.  If you notice a misuse of equipment contacts the help center or the cluster attendee.  If you find a media file laying around, do not plug it into your computer as it may contain a virus or malware, give it to the RA, help center or cluster attendee. 

Brian: Thanks Amy.  I appreciate the information, and for helping me connecting my machine to the network.  You do know a lot.  Do all students end up knowing lots of information on policies and guidelines by the time they are in their second or third year at Carnegie Mellon?

Amy: Well if students pay attention to the information provided at C@CM, they will defiantly learn a lot. You can always find information on  the Computing Policy and Guidelines on the Computing Services web site at http://www.cmu.edu/computing/guideline/index.html
 See you tomorrow!

Section 1: Assessment 

I - Two days after moving on campus and connecting her computer to the network, Lesley received an email from the Information Security Office (ISO) informing her that her computer is suspended from the network, for spamming the network with messages.  Lesley who did not install the anti-virus provided by the university and did not scan her machine from viruses and malware once she was connected to the network, was confused of what to do, so she:

· Went around her dorm asking if anyone can help her fix her machine

· Called her parents and friends for help

· Contacted the help center for help

· Followed the instruction listed in the ISO email, recommending changing her password, installing and updating the anti-virus software on her machine; then running a virus and malware scan, and running a Windows update on her machine.  

· Sent an email message to the ISO complaining; it is not fair to disconnect her machine, after only two days of her arrival on campus

· Complained that she did not know why her machine is spamming the network, and whether they did have the right machine address

· Did not want to deal with this issue at this time  

· Waited for a week to reconnect her machine to the network, claiming she took the appropriate measures to clean her machine. 

· Took her machine off the network to clean it up

Please list three out of the above steps that Lesley can take, to get her computer reconnected to the network:

II- Sujee liked to use a computer connected to a scanner in the cluster close to his dorm.  He does not have his own computer yet, as he is waiting to assess his course software requirements before buying one. Being new in town, he is taking lots of pictures, to share with family and friends on facebook.  He spends hours on that particular computer to use the scanner for scanning and uploading pictures.   One evening he came to the cluster and found another student (Ruba) using that computer. He waited for 15 minutes, but Ruba was still using the computer, so Sujee:

· Asked Ruba to move to use another computer,  as he is used to using this particular computer

· Waited patiently until Ruba is done with using the machine

· Complained to the cluster attendee that he needed to use the scanner and Ruba can use another computer for work 

· Waited till Ruba went for a brief break and logged her out 

· Explained to Ruba that he needed to use this particular machine as he has saved some files on the machine

· Used another machine

· Unplugged the machine to cause disruption 

· Posted a sign on the monitor claiming the machine is under service

In your opinion, which of Sujee’s behavior is aligned with the computing policy user’s privileges?

Which of Sujee’s behavior is aligned with the computing policy user’s responsibilities?

III - The first thing Kurt wanted to do when accessing the campus network is to scan the network for open shared files,  so he can download free music and movies.  While doing so, he found himself accessing files for students containing sensitive information.  Kurt, was enjoying downloading free movies, songs and applications, and snooping on other students’ information.  Not only did Kurt have access to the free media files, but he began to share many of the files with his friends.  He also began to talk about some of the pictures he viewed with a number of his close friends. It wasn’t long before Kurt found himself in trouble for:

 Select appropriate answer(s) in accordance to the university computing policy

· Scanning the network for IP addresses

· Illegal download and distribution of copyright protected material

· Accessing other students sensitive information 

· Harassment due to the private information he shared with his friends about other students

· Hacking to other students machines, which lead to the local law enforcement involvement 

· Students getting upset with him for spreading rumors

· Not sharing his scanning methods with friends

· Not allowing more people to take advantage of the free songs and movies he is downloading

· Other…  explain
In reading this scenario and reflecting on the above mentioned users responsibilities, what recommendations so you suggest

· Students should put access controls, like a password or limited access, on their File Sharing applications. 

· Students should not save sensitive data and pictures on a File Sharing application, similar to shared files on Microsoft Windows

· Students should not attempt to scan for other students files.  It is like steeling something from others

·  Student attempting to scan other students computers either for media files or information should never have access to the network again

· Finders keepers! If something is available for free use, then why hesitate.  

· A student who behaves similar to Kurt should be suspended from school

· A huge financial fine will teach Kurt a good lesson

· Other…. explain

















�I need to write this…


�Policy Statement 


Purpose: To set forth guidelines so that members of our community may use the campus network and computing facilities in ways that are responsible and respectful of privacy.  This policy sets forth the university’s expectations of acceptable behavior on the part of computer systems users at Carnegie Mellon by providing guidelines for appropriate use of computing and related communication systems and examples of inappropriate use. These standards of acceptable behavior also extend beyond the campus community into the Internet. Just as it is unacceptable to violate others’ rights to privacy, property and resources within Carnegie Mellon, it is also unacceptable to violate those rights on systems that are not at Carnegie Mellon but are accessible through Carnegie Mellon’s connection to the Internet.


This policy applies to: All users of Carnegie Mellon computing systems, including students, faculty and staff, and any others granted the use of university computing resources. It applies to the use of all computing facilities owned, leased, operated or contracted by Carnegie Mellon University


As used in this policy, terms such as “computing,” “computing/communications systems,” “computing resources,” etc., refer to all computers, communication systems, and peripherals, software, telephones and systems with similar functions, which are owned by Carnegie Mellon, or which utilize Carnegie Mellon infrastructure such as telephone lines or computer networks.


Legal issues: Although this policy does not attempt to deal specifically with legal issues, university members are responsible to act in compliance with the law, including any federal, state and local laws governing computer and telecommunications use, as well as all other applicable university policies.





�PRIVILEGES AND RESPONSIBILITIES


Every member of the Carnegie Mellon community who uses computing and related communications systems at Carnegie Mellon, or systems that belong to Carnegie Mellon or which rely on Carnegie Mellon’s infrastructure has the responsibilities described in this policy. This includes members of the Carnegie Mellon community who have restricted privileges, such as alumni who may have electronic mail forwarding access, but no access to “login” resources. Individuals with personally-owned computers, but who rely upon the university network to connect those computers (either through an on-campus or remote network connection, such as Ethernet, wireless, dialup, DSL) are expected to abide by the policies set forth in this document. Personally-owned computers operating in stand-alone mode or networked through a non-university connection are not covered under this policy, but those users are encouraged to consult the usage policies set forth by their Internet Service Provider.





A fundamental premise of this policy is that anyone sharing computing resources with other individuals should behave as a reasonable, mature and ethical person.  The user must recognize that computer systems and networks do not exist in some special rule-free environment; on the contrary, use of computers is a form of communication, and every component of a computing environment and every piece of information it contains belong to the university, the university community as a whole, or some individual or group within that community. 





Access to Carnegie Mellon’s computing resources is contingent upon being a member of the university community and adhering to university and Computing Services policies, guidelines and procedures, including this policy.  Misuse may result in the loss of access and/or university disciplinary action. For some users and certain systems, access may be authorized by specific departments, research centers or other organizations affiliated with Carnegie Mellon. In such cases, any department- or group-specific policies and guidelines must be adhered to when using resources provided by the department or group. This is in addition to university policies and Computing Services guidelines and procedures. 





Any user who suspects a violation of the university’s computer use policies, or who has knowledge of potential vulnerabilities or security loopholes in a system or network at Carnegie Mellon, should immediately notify the Computer and Network Security Coordinator or �HYPERLINK "mailto:abuse@andrew.cmu.edu"�abuse@andrew.cmu.edu�.





�A quota is the number of proportion (space) that is allowed for each student to utilize





�Responsible Sharing of Resources 





Where a resource such as memory, CPU time or access to network resources belongs to the whole community collectively, it must be shared. 





It is unacceptable to make such excessive use of system or network resources that other users cannot obtain access. Examples include excessive use of CPU time during a period of heavy use on a timesharing system, excessive use of disk space on a system that does not limit such utilization, the use of an excessive amount of network bandwidth in an environment of networked computers, and any activity that makes a system unusable or significantly degrades performance for others. A novice user might be unaware that a particular action constitutes “excessive use” but, without doubt, once a system administrator makes him or her aware of the fact that such an action is unreasonable, that user will be held responsible for any further such infractions. If you are unsure whether your needs constitute excessive use, contact the system administrator. Similarly, if you need an unusual amount of disk space, CPU time or other resources, check with the system administrator to find out whether this use can be accommodated, rather than risk interfering with the work of others on the system.





�Improper/Illegal Communications 





Any communications that would be improper or illegal on any other medium are equally so on the computer: libelous material, obscene messages, harassment, forgery, threats, etc. However, this is not intended to restrict the free expression of ideas. Communication conducted in accordance with the university policy on Freedom of Expression and with the statement on Academic Freedom and Responsibility enunciated in the Appointment and Tenure Policy of Carnegie Mellon University will not be considered a violation of this policy. For further guidelines, see also the university policy on Separation of Individual’s and Institution’s Interests. 





�Respect for Others’ Property and Privacy Rights 





Users are responsible to respect copyright agreements and intellectual property ownership. Any material that is the work of another, whether explicitly copyrighted or not, should not be distributed by a user without appropriate acknowledgement and/or permission of the creator; unless permission has been granted by the owner of copyright protected materials, distribution of copyright protected material via the university network or computer systems is prohibited. So while the university has been granted permission by software vendors to distribute certain software packages via the network, it is not generally permissible for individual users to distribute that same software to





Others via the university network or computer systems. See the sections in this policy on Misuse and Inappropriate Behavior. While there may be cases in which property rights to particular programs, data, etc., are ambiguous or in dispute, the user must assume that any information not created by himself or herself belongs to someone else and must respect that person’s privacy and property rights to that information. (In certain situations, even information created by the user may not belong to that user but rather to the university or others.) This policy is not intended to limit “fair use” as permitted under the Copyright Act and users having questions about whether a particular use constitutes a “fair use” may consult the General Counsel for advice.





�The user must presume that the contents of any other users’ directory are private unless expressly designated otherwise, just as one would presume that the contents of someone’s apartment or office are private.  The only exceptions to this rule are: that in some environments, files such as “plan files” may be considered public even if the user has not expressly designated them as such; and that some services such as web pages and anonymous or “guest access” ftp services may be considered to be public, but only for those areas not protected by password and which are “obviously” public. An unprotected account or shared device (such as a shared disk on a networked computer) are not considered to be public unless the name or service expressly indicates that it is.  In such cases, any files or other data which would appear to be private in nature, by virtue of the file name or data stored, even if “publicly accessible” should be considered to be private. The user accessing such files has a responsibility to ask the owner of the files or service if the files are intended to be publicly accessible before the user does more than a “cursory glance” sufficient to cause the question. 


 


A user can explicitly grant access to his or her directories, files or to services run from his or her systems. However, users who issue general or vague invitations to browse through their files incur a special obligation to protect any material that they do not wish others to see.  Indeed, all users are urged to maintain protection levels on their files consistent with the access they are actually willing to give to other users. 








