Summarize the aspects of the university copyright policy that relate to common misuses of file sharing

· Define P2P and identify common inappropriate uses of file sharing technology as it relates to copyright law
· Summarize your and the university’s obligations under the DMCA (Digital Millennium Copyright Act) and the Higher Education Copyright Act
· Describe the penalties for being the target of a DMCA notice
· Identify legal alternatives for file sharing

Self-Evaluation:
In high school you were introduced to copyright and intellectual property in your school Acceptable User Policy (AUP).  The introduction was brief and concentrated on prohibiting illegal installation, distribution, reproduction or use of copyrighted material.   So, what comes to your mind when you hear the word copyright?

· Would you consider downloading a movie from NetFlix to view with friends? 

Yes|No

Why is that?

· It will fun to watch a movie with friends

· I subscribed to watch movies, not to downloaded it
· I like to watch movies once

· I like to watch a movie with friends at the theater
· It is illegal to download movies for free under the copyright law

· I will downloaded it then delete it once I am done

· If a friend asks you to share one of your iTune songs with them, will you share it?

Yes|No 

What are your reasons for doing so?

· I share songs with friends all the time

· My friend don’t have to ask, I gave them access on their computer

· It depends if we are best friends

· If I do, it will be considered illegal distribution 

· I don’t like to share songs or movies with others

· Sharing is good, you help friend and they help you

· Often is the case when we watch clips on YouTube. Will you consider using one of the clips in a course project?  

Yes|No

Can you explain?

· If it helps my project, why not

· It depends on the project

· I will use it and cite the location on YouTube

· Is it legal?

· It is YouTube, you can view clips and add them to any project 

· It depends if YouTube user statement allow posting their clips on a project

· I am using it in class, so it is OK
U.S. Copyright Law prohibits the distribution of materials owned by anyone other than the person engaged in such distribution (whether officially copyrighted or not) without the permission of the owner. Carnegie Mellon instantiates these rules through its Copyright Policy.  In this section you will be introduced to Carnegie Mellon’s  Copyright Policy, the Copyright Violation Guidelines published by Computing Services and the impact of copyright on file sharing and file sharing technology. 

The Copyright Policy at Carnegie Mellon sets forth criteria for”fair use” of copyrighted material.  The types of work that can be copyrighted under the copyright law are listed under seven types:
· Literary works 

· Musical works 

· Dramatic works 

· Pantomimes and choreographic works 

· Pictorial, graphic, and sculptural works, including fabric designs 

· Motion pictures and other audiovisual works 

· Sound recordings

The above seven types include CD, DVDs, Video games, software, songs, poems, movies, plays, books, database, label designs, photographs, websites etc.  
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1) Which of the following actions could result in a violation of the copyright policy and copyright act?

a. Making copies of a CD you bought for personal use


b. Recording a movie from an online media store that you’ve subscribed to view

c. Copying a text book you can’t afford to buy

d. Posting six lines from a poem on your blog and citing the author

e. Making copies for your classmate of a musical CD used for dance rehearsal
 

 2) Carnegie Mellon copyright policy applies to
:

a. Students

b. Faculty

c. Staff

d. Text files protected by the copyright law

e. Media files protected by the copyright law

f. All of the above

In addressing the Copyright Policy at the university, one needs to understand a few guidelines on when the copyright protected material can be used fully or partially, without the permission of the author under the “fair use” provision of the copyright law.  The fair use provisions permits the use of copyrighted works for the purpose of criticism, comment, news reporting, teaching, scholarship, or research without expressed consent from the owner.

When Julia Garcia who is pursuing a degree in writing received a notice from the Information Security Office (ISO) informing her that her website “The Opinion” was taken down for illegal distribution of copyrighted material, she was confused.  “No way, she argued” when talking to Mona, a staff member at the Division of Student Affairs.  “I post movie and theatrical clips and comment on them”, “ my postings are within the “fair use” provision” she added.  Mona asked her whether any of her postings included full text of a play, full songs, or whether her segmented clips may have resulted in showing a whole movie or theatrical work.  Julia paused a bit, and responded “maybe, but only to critique the work!”  “Did you request the author’s permission when posting the original work on your website?” asked Mona. “No, why should I?” responded Julia “when you post portion of the original work, you don’t need permission” added Julia.
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According to your understanding, was Julia illegally distributing copyrighted material? Please comment briefly

“I think you are a bit confused about what is considered fair use and what is not” commented Mona” although the Copyright law does not provide specific rules for each and every situation.  Copyright law makes a number of exemptions for educational use of copyrighted material. 

 The following are several scenarios where copyrighted material can be used for educational use without consent from the copyright holder:

1. A full-length movie or recording (for instance, of a musical composition) may be played in a classroom setting. Portions of either may be used in a classroom setting and in student projects. They may be distributed via Blackboard as long as access is restricted to students enrolled in the course. No commercial use or distribution via the Web. 

2. Digital images may be used in classroom settings and in student projects and portfolios. Their use on the Web is questionable, unless it is posted on a public domain. Material published in a public domain, e.g. Library of Congress is open to the public to use without a required permission


3. In general, use in teaching and learning activities tends to be allowed if it doesn’t go beyond the specific course. 

4. Theoretically videos on YouTube or Hulu are likely permissible in a classroom setting. Displaying YouTube videos in your website or another media could violate the copyright law if you don’t have permission of the copyright holder. 

Users of copyright protected material should always credit the sources they use under fair use guidelines” concluded Mona. 
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1) Fair use [provides|take|enable] you with reasonable protection and [ability|creativity|freedom] to create, within [un|reasonable] reasoning and logic.  In taking [motion|movie|clip] for a video production to critique or comment on a topic, you need to make sure the use of the copyright material is[full|logical|proportional], and always cite the author and location of the work. 

2)  Brad video recorded a party held by one of the students’ organizations on campus.  At the party, students ran a musical CD for dance.  Brad posted the video on the website for that particular students’ organization.  Is Brad’s action considered to be illegal distribution of the songs played at the party
?
Yes|No

· The intent was not to play it for illegal distribution

· The music was not added later as a background, it was part of the event

· Other students could record the songs for free from the movie

· This is copying copyrighted material accidently

· Look! It’s like taking a picture down town, where people that may appear in the picture are part of the scene
.

· Citing the music owners on the webpage will make it legal
 

3) Professor Smith collected video recording of prominent speakers on global warming for his course, and showed it fully in his class. Is this a violation of the copyright law? Please comment briefly
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Peer-to-Peer File Sharing
By now, you may be wondering about the link between the copyright law and the use of Peer-to-Peer File sharing applications.   Peer-to-Peer File Sharing is a growing method for internet users to search for, copy and share files from one computer to another using file sharing technologies, commonly known as P2P File sharing programs.  P2P technology connects computers using the same file sharing software or provider. 
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 Because P2P technologies are free and allows users to swap large files, it is becoming one of the most popular applications used by college students to share music, songs, movies and games for free. Some of the most widely used P2P applications by students are Kazaa, BitTorrent, Morphus, BearShare, Limewire, iTune, YouTube. 
Although, Carnegie Mellon University does not prohibit the use of P2P technologies on its network, it does caution users of the security risk, copyright law infringement and bandwidth use violation that may occur when using P2P applications. The  area where students commonly run afoul when using P2P applications is when they illegally download copyrighted media files or allow distribution of media files from P2P applications on their computers.   Such risk and violation could result in the loss of internet access, legal problems with the law and payment of a large sum of financial penalty for an amount of $250,000 plus legal fees. 
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 1) In your own words, define what Peer-to-Peer FileSharing is
?
2) You are planning to use P2P applications, but wondering whether some of the use will be considered illegal.  Based on your best judgment, which of the following actions is considered illegal use on a P2P application?
a. Streaming songs for free through P2P application
 
b. Downloading a movie for free from a shared folder residing on another user’s computer

c. Coping songs from your friends iTune folder

d. Viewing music clips on YouTube
     
Consider this! You have installed one of the P2P file sharing applications on your computer.  Excited, you began to post all the songs you like on your application, and told your friends to install the same application to share songs with one another. You wonder whether the university is monitoring the use of P2P on the network, and what are the implications of your actions?
Carnegie Mellon does not monitor the network for the P2P activities.  Institutions that protect the rights of the record companies and owners, such as the Recording Industry Association of America (RIAA) and Motion Picture Association of America (MPAA), the Business Software Alliance (BSA), and the Entertainment Software Association (ESA) among others, monitor illegal downloading, copying or sharing of music, videos, commercial software and computer games using  P2P programs across the Internet. When any of above mentioned institutions discovers a copyright violation, they inform the Internet Service Provider (ISP) where the IP address is registered; in your case it is Carnegie Mellon, to suspend the illegal activities.  The letter that Carnegie Mellon will receive from one of the agencies to suspend your network connection is called the DMCA Takedown Notice. DMCA refer to the Digital Millennium Copyright Act. DMCA is a United States copyright law that heightens the penalties for copyright infringement on the internet.  
Now that Carnegie Mellon has received a DMCA Takedown notice, indicating that violation to the copyright law occurred from your IP address.  The letter will also include the time and date/s the when the violation occurred. The university will respond by sending you an email through its NetNotify system, informing you that your account will be suspended for 45 days.   
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Your understanding of the DMCA Takedown notice is
:

a) A letter that states the right of the copyright owner

b) A letter the university receives from the copyright holder’s representative agency to suspend an IP address on the university network, for alleged copyright infringement

c) A letter a student receives from the copyright holder’s representative agency, requesting to delete the illegally copied material 

d) A notice the university sends a student who violated the copyright law, to delete the illegally downloaded media files

e) A notice the university sends a student to inform him that his/her machine is suspended from the network for 45 days 

So, what can you do?  If you want to challenge the suspension, you can contact to the Division of Student Affairs.  Otherwise, you make sure to turn off the P2P application you are using and delete any material you’ve downloaded for free from your friends’ P2P applications. 

You may also receive an “Early Settlement Letter” from the representing agency.  Early settlement letter will be sent to Carnegie Mellon with a request to forward it to the owner of the IP address in violation.  At this point, the representing agency does not have information on the user, but identifies only the IP address of the computer in violation.  The early settlement letter will give you the option to settle the claim out of court. It will provide you with a link to a settlement website where you can pay with a credit card a reduced amount, ranging from $1,000 to $5,000. 
Sometimes, representing agencies send a preservation request to the university demanding the contact information of the alleged infringer.  They could also skip all the above notices and send a court subpoena to the university requesting your identity.  Although, Carnegie Mellon does not provide the representing agency with the name and contact information of the student in violation, it will comply with a court order through a Subpoena to provide information on you.   Once the representative agency has your information, you could face criminal penalties that may result to huge financial fine of $250,000, plus legal fees and up to three years imprisonment. Your friends will face the same penalties. 
Do you think this will not happen to you? This is exactly what the eight students from Carnegie Mellon who were taken to court by the recording industry for copyright violation thought. Read Carnegie Mellon student “John Doe”, appearing pro se, wins motion for severance, loses motion to quash.
Can the university help when you legally challenge allegation of copyright violation?

Carnegie Mellon does not represent students in legal suits or provide legal advice.  As a result, students may need to contact an attorney for advice or legal representation. The Division of Student Affairs can provide advice on whom to contact upon request.
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1) A preservation letter is sent to the [student|university] demanding contact information of the alleged [criminal|infringer|student]. The university [does|doesn’t] have to comply in providing the [necessary|requested|contact] information.  The university [will|will not] comply with a court subpoena to provide contact information on the alleged infringer to the [court|work owner|representating agency].  A representating agency [must|is requied|could] send a student with an [Early settlement letter|DMCA notice|Preservation Letter] before sending a subpoena.  
2)   Number the following actions according to the sequence of events that may occur when a student violates the copyright law by illegally downloading free songs: 

a. A preservation letter is sent to the university requesting contact information of the IP address owner
b. Installing P2P file sharing application to download free songs 

c. The university receives an Early Settlement letter to forward to the alleged infringer/violator, to settle the matter out of court
d. The university through its NetNotify system, sends an email to notify the alleged infringer/violator of suspending his/her machine for 45 days 

e. Making copies of the songs on CD’s for friends

f. The university receives a Subpoena to provide contact information on the alleged infringer/violator
g. The university received a DMCA notice to suspend the IP address used to download songs illegally from the network

h. The violator go to court and is fined an amount of $150,000
How can you use P2P file sharing safely on the university network?
Following few safety tips, you can enjoy the use of P2P file sharing applications while avoiding falling as a victim for copyright violation.  

· Use sites that offer legal media download. A list of these sites are listed on the Advice and Legal Sites for Online Content webpage
· Disable the Simple File Sharing feature on Windows operating system. 

· Disable file sharing applications when not in use. This will limit the amount of bandwidth consumption on the computer

· Install and update anti-virus and anti-malware software frequently

· Install and maintain personal firewall updates

· Adhere to the university copyright policy and copyright violation guidelines

· Prior to installing P2P software, make sure it provides you with the ability to restrict access to a designated shared folder. While installing the software, designate a folder that contains only the files you want others to see and access.

· Turn off or disable the upload ability from your computer if you are not actively sharing documents. There may be an option in your software to "disable uploading to others", "disable file sharing" or reduce "upload rates" to zero.

· Refrain from downloading files that are likely protected by the copyright law, and do not make such files available to others. While there are cases where the legal right to copy and distribute may not be clear, items such as commercial software with a "free" or "hacked" license, current movies and music, and other items that you would normally pay for, are likely not being shared legally.
The reason why we recommend that you install and update anti-virus, anti-malware software and personal firewall is due to the security and privacy risks associated with the use of P2P file sharing.  Some of these risks are:
· Compromised privacy – Providing access to private and sensitive information, similar to their tax return, bank accounts data, social security number/s, if the P2P application is located on the same drive as the sensitive information
· Spyware – A number of P2P software contain spyware. Spyware allows a third party access to the user’s computer and data. Once the user installs P2P software containing spyware, it will install spyware on the user computer. 

· Malware – P2P users access and download files containing viruses and warms from other computers. Such malicious viruses could destroy the user’s machine, slow it down, or compromise the data stored on it.

· Firewall breach – To be able to share files using P2P applications, a user authorize access through his/her computer firewall. Such authorization allows malicious Internet traffic to your system.

· Large bandwidth consumption – Swapping large files by using P2P applications consumes your bandwidth usage, which may kick you off the internet for bandwidth violation.

· Download of undesired P2P tools – Some P2P applications install tools by default, enabling others to scan your computer for files to share.  
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Match the following risks with actions to mitigate each risk:
Risks:

1. Virus

2. Large bandwidth consumption

3. Illegal download of copyrighted material

4. Firewall breach

5. Compromised Privacy

6. Distributed material protected by the copyright law

	Mitigation actions
	List the risk number that could be mitigated by the corresponding action 

	Turn off the upload ability on  P2P application

	

	Install and update anti-virus software

	

	Maintain and update a personal firewall

	

	Restrict access to a designated share folder

	

	Disable file sharing application when not in use


	

	Refrain from downloading files that might be protected by the copyright law

	


Assessment:
Sample_Suspension_email.pdf
1. Peer-to-Peer file sharing is an application that: (the correct answer is “d”)
a. Allows two people to share files after physically connecting their two computers
 

b. Allows file sharing among university members only

c. Allows a group of people to share free songs and movies in a group setting

d. Allows sharing files with other users across the internet

e. Allows two remote systems to communicate via satellite
 

2. DMCA Take Down notice, refers to: (the correct answer is “c”)
a. Data Management Copyright Act

b. Digital Millennium Computer Act

c. Digital Millennium Copyright Act

d. Data Management Computer Act

e. Data Mining Compromised Act

3. Please respond True of False to the following statements:

a. A Subpoena from a copyright holder’s representative, is a notice for the university to remove illegally distributed material from its network
 (False)
b. The use of P2P applications over the university network is prohibited
 (False)
c. P2P applications allows access to all content in the shared folder
 (True)
d. The university will notify the alleged infringer through its’ NetNotify system of suspending his/her machine from the network for 45 days, after receiving a Take Down notice
 (True)
e. A DMCA Take Down notice is sent to the alleged infringer from the material copyright holder’s agent
 (False)
f. An Early Settlement letter is sent to the alleged infringer through the university, giving him a chance to settle the matter out of a courtroom
 (True)
g. A Subpoena for copyright infringement is sent to the alleged infringer and a copy to the university prohibiting the deletion of the information or programs related to the copyright infringement
  (False)
h. A Take Down notice email sent to the alleged infringer includes the program title, infringement timestamp, infringing Filename, file size, infringers IP address and the machine MAC
 address
 (True)
4. Please comment on the following scenarios:

a. Emily’s machine was suspended from the network for 45 days, for downloading fee movies.  She re-registered her machine on the network by assigning it a different MAC address.  When caught, she was suspended for more than 60 days from the network, and served in a community services for two months as a disciplinary action by Students Affairs.

· How did the university know that Emily is downloading fee movies
? (the correct answer is “b”)
a. The university scan the network for illegal download activities

b. The representing agencies of the copyright holder scan the network for illegal download of the copyright protected material

c.  Someone told the university about Emily’s illegal downloading
d. The huge bandwidth use for downloading movies was an indicator

· Who suspends the machine from the network
? (The correct answer is “d”)
a. Division of Student Affairs

b. The Office of the General Council

c. The Help Center

d. The Information Security Office

e. The Computing Services Network group
b. Sami has bought his laptop from another country with a bundle of software.  He has the software CD’s on him as a backup incase his computer crashes.  Sami shared his CD with two friends. His friends’ computers were suspended from the network for 45 days.

· Why were the computers suspended from the network
? (The correct answer is “C”)
a. The university does not want to face legal problems

b. To teach Sami and his friends a lesson that he will not forget

c. It is the university respond to a DMCA notice requesting to take down the IP address in violation
d. To make them as an example for others not to follow their foot steps

e. Sami and his friends pay for all the services they should not be suspended

· Who will want the computers off the network
? ( The correct answers are “b” &”d”)
a. The university to prove their authority

b. The copyright holder or their representative

c. A court order for the university to suspended the IP addresses in violation

d. The university in compliance with a DMCA notice

· What should Sami’s friends do to get their computers connected to the network
?
a. Apologies to the Division of Students Affairs
b. Put up with it until the end of the 45 days
c. The friends should delete the illegal copies on their machines before reconnect it to the network after the 45 days
d. Buy another computer and connect it to the network
Resources:
Code of Best Practices in Fair Use for Online Video; Center of Social Media, School of Communication, American University 

File Sharing and Digital Copyright: Information Security Office (ISO) website

 FAQ File Sharing: Carnegie Mellon Computing Services

Carnegie Mellon Copyright Policy

US Copyright Office

Carnegie Mellon Copyright Violation Guideline

Carnegie Mellon Computing Services; What is Peer to Peer File Sharing?
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�Incorrect!


When you buy a CD, you have the right to make copies for your personal use, incase the original is lost of destroyed. 


�Doug, doesn’t the Audio Home Recording Act (AHRA) permits making a copy of a purchased CD, as long as the copy does not make changes to original content. 


�Correct!


Although you have subscription to the website to view movies, you don’t have permission to make copies of the movies. 


�Correct!


Making copies of a text book is a violation to the copyright law and the university copyright policy, unless the author permits it, or the course professor has the permission to make copies for students taking his course. It is actually cheaper to buy a book (could be used), than paying for the copies, ink and time it takes to copy a text book.  


�Incorrect!


Posting few lines and citing the author is considered legal. Please go over the Intellectual Integrity section on C@CM


�Correct!


Making copies of a musical CD for others is illegal distribution, unless you have the permission of the work owner or the class professor has the permission to copy the music for students in his class.


�Hint!


Please read the university copyright policy statement, indicating that 


1) It is the policy of Carnegie Mellon University that all members of the university community must comply with U.S. Copyright Law. 


2) Copyrighted materials may be copied freely by the owner of the copyright on the materials. 








�Correct!


Students are members of the university community and must comply with the university copyright policy and the US copyright law.


�Correct!


Faculty are members of the university community and must comply with the university copyright policy and the US copyright law.





�Correct!


Staff are members of the university community and must comply with the university copyright policy and the US copyright law.





�Correct!


The university copyright policy applies to the files protected under the copyright law.  


�Correct!


The university copyright policy apply to media files protected under the copyright law.


�Correct!


The university copyright policy applies to all of the above. 


�Hint!


By posting full text, movie, music, songs or theatrical work on a website, you are allowing others free access to the copyrighted material without the permission from the author  


�Doug, is this fair to say?


�Hint!


Fair use protects the creative choices of video makers who seek their material in real life. Where a sound or image has been captured incidentally and without pre-arrangement, as part of an unstaged scene, it is permissible to use it, to a reasonable extent, as part of the final version of the video


�Feedback


True! as long as it is part of the scene and its actions


�Feedback


True! as long as it is not requested or directed


�Feedback


No likely! The music or songs in the background is not recorded clearly for others to download


�Feedback


True! As long as it is not intentional or requested or edited later as a background of the actions.


�Feedback


True! If it is part of the scene and action its legal


�Feedback


No! it will not make a difference, as the songs are part of the party actions


�Hint!


The use of copyrighted material in teaching and learning activities tends to be allowed if it doesn’t go beyond the specific course


�Feedback!


Professor Smith can use the full videos of speeches in his course as long as it is educational and does not go beyond the course. He can post it on blackboard if his course material resides there, as long as access is limited to students taking his course. 


�Hint!


Please read the first two paragraphs and the first question and answer on the FAQ:File Sharing at http://www.cmu.edu/computing/doc/network/fileshare/faqpeer.html


�Legal!


As long as you don’t download the songs or make copies.  


�Illegal!


It is considered illegal download of copyrighted material. 


�Illegal!


It is considered illegal download of copyright protected material. Your friend is considered to be illegally distributing copyrighted material. 


�Legal!


The person who posts the work on YouTube may be in trouble for violating the copyright law for illegal distribution of copyrighted material. Viewing the clip is legal. 


�Hint!


Review � HYPERLINK "http://www.cmu.edu/iso/aware/P2P/notice.html" ��A Notice To the Students� webpage


�Hint!


Review A � HYPERLINK "http://www.cmu.edu/iso/aware/P2P/notice.html" ��Notice to the Students� webpage 


�Feedback!


By doing so, you will limit others access to your files, and prevent others from downloading copyright protected material from  your computer


�Feedback!


Keeping your software updated, it will recognize new viruses and protect your computer against it


�Feedback!


By dong so, you will prevent malicious traffic recognized by your updated firewall from infecting or accessing your machine 


�Feedback!


By doing so, you will be protecting sensitive information posted on your machine


�


�Feedback!


Keeping your share folder open all the time, allow others to scan for files that may exist on your machine, which will create huge internet of traffic from and to your machine


�Feedback!


This way you will not face copyright law violation


�Incorrect! P2P application users share files, when their machines are connected to the internet





�Feedback!


Incorrect! P2P allows users across the world to share files through the internet 


�Feedback!


Incorrect! P2P allows users to download files, as well as make them available for other P2P application users to download over the internet


�Feedback!


File sharing is the use of a P2P application that shares files with other users across the internet


�Feedback!


Incorrect! P2P is an application that allows the computer to act as a client and server over the internet


�Feedback!


criminalizes production and dissemination of technology that can circumvent measures taken to protect copyright


�Feedback!


the university copyright policy prohibits the duplication of software for multiple uses, meeting the DMCA requirements





�Feedback!


Protects digital reproduction, under the US copyright law


�Feedback!


Has to do with digital copyright infringement


�Feedback!


Subpoenas received by the University from copyright holders or their representatives generally request the identity of the user of a particular IP address


�Feedback!


Carnegie Mellon does not monitor P2P activities on its network


�Feedback!


content of the "shared" folder on your machine will be available to other P2P users


�Feedback!


Upon receipt of the takedown notice the ISO will suspend the machine from the campus network using the Netnotify system


�Feedback!


A DMCA Takedown notice is a letter or email that the University receives from the copyright holder or a representative of the copyright holder


�Feedback!


The representing agency sends ISPs, such as Carnegie Mellon, an “Early Settlement Letter” with a request that it be forwarded to the user associated with the IP address involved in the alleged copyright infringement


�Feedback!


Subpoenas received by the University from copyright holders or their representatives generally request the identity of the user of a particular IP address which allegedly used the University’s network to unlawfully upload or download copyrighted material


�Definition


A MAC (Media Access Control) address is a unique identifier assigned by the manufacturer of the computer


�Feedback!


View the sample Take Down Notice email to the alleged infringer 


�Hint!


A DMCA Takedown notice is a letter or email that the University receives from the copyright holder or a representative of the copyright holder, under the Digital Millennium Copyright Act, requesting that the University remove, disable access to, or disable distribution of material allegedly involved in copyright infringement. 


�Hint


Through NetNotify the Information Security Office informs the alleged infringer


�Hint


Copyright holders or their agents will request that the University identify the owner of the machine associated with the reported IP address and relay the Takedown or DMCA Notice to the alleged copyright infringer and/or coordinate the removal of access to the infringing content


�Hint


Same hint as the first question:


Copyright holders or their agents will request that the University identify the owner of the machine associated with the reported IP address and relay the Takedown or DMCA Notice to the alleged copyright infringer and/or coordinate the removal of access to the infringing content





�Hint


The material that caused the reported copyright infringement must be removed prior to the restoration of network access.





