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1.
Introduction 

The reliability analysis of a system is to determine the probability that a system will perform in a satisfactory manner for a given period, when used under specified operating conditions.  This document deals with analyzing the reliability requirements and calculating the reliability of the unmanned robot used in Pikes Peak hill climb. 
2.
Scope of the document


The scope of the document is limited to 

1. Analysis of the reliability defined in the requirements.

2. Calculating the reliability of all the individual subsystems that are identified during functional analysis.

3. Calculate the overall reliability of the pikes peak robot.

3.
Reliability modeling


Reliability is defined as the probability that a system will accomplish its designated mission in a satisfactory manner. The Reliability is modeled using the elements of probability, satisfactory performance, time or mission-related cycle and specified operating conditions. 

The reliability of a system depends on selecting certain reliability measures and terms.  The reliability is modeled as a function of time. 
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where, t = time period of interest

            MTBF = Mean Time Between Failures.

The MTBF can be used to determine the failure rate of the system, λ. The failure rate of the system is the reciprocal of the MTBF and is expressed in terms of failures per hour, percentage of failures per 1000hrs or failure per million hours.
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4.
Reliability Requirements Analysis

The probability that the race vehicle will run continuously for a minimum period of 2 hours at the defined speed limits is 99.9%
.


The requirements document determines the total time required for the race vehicle to cross the finish line. This defines the minimum amount of time the race vehicle to be operational. The requirements document suggests this time to be 24 mins or 0.4 hours. Based on this information we can make reasonable assumptions about Mean Time Between Failures (MTBF) and evaluate the reliability of the entire race vehicle subsystem. 
Assuming the MTBF to be 2 hours based on the requirements, the reliability is,
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The value of the reliability suggests that there is 82% chance that the vehicle will operate correctly during the race. This is a reasonable estimate of the reliability of the system but the MTBF is 500% more than the actual race time. 

The requirements suggest the reliability of the race vehicle subsystem and minimum time of operation of the vehicle. Based on the reliability, defined in the requirements, we can determine the MTBF to evaluate the validity of the requirements.
The Reliability of the race vehicle subsystem, R = 0.999.
The total race time, t = 0.4 hrs
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To achieve a reliability of 99.9% the Mean Time Between Failures has to be 17 days. This seems to be unreasonable based on the time and the testing limitations. The failure rate can be calculated based on the MTBF.
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To attain a reliability of 99.9% the Mean Time Between Failure has to be 17 days with a failure rate of 0.0025 in an hour. An analysis of the reliability of the race vehicle subsystem, with respect to MTBF and failure rates is as follows: 
	Reliability
	MTBF (in hours)
	Failure Rate (per hour)

	0.999
	400
	0.0025

	0.98
	  20
	0.05

	0.95
	   8
	0.125

	0.90
	   4
	0.25

	0.85
	   2.5
	0.4

	0.82
	   2
	0.5

	0.67
	   1
	1


Table -1 Reliability, MTBF and Failure Rate
Based on the analysis of the reliability and the given time constraints, it is reasonable and realistic to assume a reliability of 95%.

The Race vehicle has the following critical subsystems. 
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Figure – 1 Reliability Block Diagram for the race vehicle
Each of the above subsystems represents the critical function of the race vehicle and a single point of failure. If any of these subsystems fail to operate then the race vehicle will not successfully cross the finish line. Assuming that the reliability of the race vehicle is distributed equally across all the subsystems, the reliability of the race vehicle is;
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From the above analysis it is evident that, all the subsystems must operate continuously without any failure for 36 hours. If each of the subsystems can guarantee an reliability of 98.9%, then Race Vehicle will cross the finish line successfully with 95% probability.

5.
Reliability of the Individual subsystems.
5.1          Sensor Subsystem

  
The Sensor system process all the information provided by the global positioning, radar and lidar subsystems to calculate how the vehicle should proceed.  This subsystem senses the obstacles in the vehicle’s surrounding environment.



The global positioning system handles the vehicles ability to self-locate through satellite positioning. The radar is used to map the surrounding terrain and locate obstacles by emitting and receiving radio waves. The lidar performs the same tasks as the radar, but through light emission and reception.
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Figure – 2 Reliability block diagram for the Sensor subsystem

The individual components used in the navigation system are independent. Each component has a reliability associated with it. So based on the above reliability block diagram, we calculate the reliability of the navigation system.
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The assumption of 99% reliability of the navigation system is attainable based on the latest testing procedures available for such equipments. The electronic equipments tend to have low reliability compared to mechanical components. The MTBF of 40 hrs is attainable in most of the integrated electronic devices.
5.2
Perceiving Subsystem


The Perceiving subsystem interacts with the sensor subsystem. The Sensor subsystem provides inputs to the perceiving subsystem. The perceiving subsystem consists of an Image Processing software and a DBMS. The Image Processing software processes the inputs, performs a lookup on the database and interprets the input from the sensor system. Example: the type of obstacle, the road lines, etc. The information is then passed onto the planning subsystem for future action. The reliability block diagram from the perceiving subsystem is as follows:
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Figure – 3 Reliability block diagram for the perceiving subsystem

 The reliability of the perceiving subsystem and the corresponding MTBF is calculated as follows;
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The perceiving subsystem is a software component of the race vehicle. The Software systems have high reliability in terms of performance and quality. Typical commercial software systems have a high MTBF and offer a high reliability.  The assumption of 99.5% reliability is attainable as MTBF is less than a week.
5. 3
Planning Subsystem

The Planning subsystem is a software component that takes decision based on the inputs form the perceiving subsystem. Based on the race rules, a Route Definition Data File (RDDF) is fed into the planning subsystem. When the race vehicle is moving from the start to the finish line, the obstacles are identified by the perceiving system and fed as input into the planning subsystem. The Planning subsystem builds navigable route for the race vehicle and progressively updates the RDDF and inputs the data to the navigation subsystem which controls the vehicle motion.
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The planning subsystem is another software component of the race vehicle. The Software systems have high reliability in terms of performance and quality. Typical commercial software systems have a high MTBF and offer a high reliability.  The assumption of 98.9% reliability is attainable as MTBF is one and half days.

5.4      Navigation Control Subsystem


The navigation control system is the interface to the mechanical vehicle operations subsystem.  In essence, this subsystem consists of two critical components, the procured vehicle and the actuator. The Procured vehicle is further modeled to have three components, steering, acceleration and braking components. The reliability block diagram for the navigation control subsystems is as follows
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Figure – 4 Reliability block diagram for the perceiving subsystem

         The reliability of the navigation subsystem is assumed and the corresponding MTBF is calculated as follows;
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         The navigate control systems are critical part of any unmanned robot. So they are extensively tested for their reliability. There are commercially available navigate control systems that have a MTBF of 40 hours. The assumption is inline with the reliability of the race vehicle and is realistic.

5.5 Safety Control Subsystem
The race vehicle is unmanned and autonomous. The race vehicle has a safety control subsystem to ensure the safety of the participants and spectators. The operations and the safety of the race vehicle must adhere to the safety guidelines of the race rules. The safety subsystem has the 4critical components. The Safety control buttons, the E-stop transmitter, the safety monitor and the Klaxon. While it is not required for all the controls to be working to ensure safety, the individual components are preferred to operate with high reliability. The reliability block diagram for the safety control subsystem is as follows
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Figure – 5 Reliability block diagram for the perceiving subsystem

The reliability and the MTBF of the safety control subsystem are as follows.
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The Components used in the safety control systems ensure high reliability. The MTBF of 80 hours for ensuring safety is realistic and is attainable. The reliability assumed also meets the requirements of the race rules.

5.6       Media control subsystems
This subsystem controls media used to capture the vehicle’s performance.  This includes the filming of its climb during the race. The reliability of the media control subsystem is,
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The media control subsystem is not among the critical subsystems of the race vehicle. The reliability assumed is reasonable and there are a lot of commercially available media control systems that offer better performances. 
6.
Reliability of the Race Vehicle

The Reliability of the race vehicle is dependent on the reliability of the individual critical subsystems. Based on the reliability predictions of the individual subsystems, the reliability of the race vehicle can be calculated as follows:

[image: image20.wmf](

)

(

)

(

)

(

)

(

)

(

)

(

)

(

)

(

)

(

)

96

.

0

995

.

0

99

.

0

989

.

0

995

.

0

99

.

0

=

=

=

rol

SafetyCont

Navigation

Planning

Percieving

Sensor

e

RaceVehicl

R

R

R

R

R

R


The Race vehicle has a probability of more than 96% that is will cross the finish line. 
7.
Failure Mode, Effects and Criticality Analysis [FMECA]

The FMECA is a design technique that identifies the potential system weaknesses. It includes the necessary steps for examining all ways in which a system failure can occur, the potential effects of failure on system performance and safety and the seriousness of these effects. The FMECA of the race vehicle is as follows:

7.1 Define system requirements
In this section, we describe the race vehicle, the expected outcomes and the relevant technical performance metrics (TPMs).
In order to complete the race, the vehicle must cross the finish line in 0.4 hours. Assuming the reliability of 94% over a 0.4 hour race, the Mean Time Between Failure (MTBF) of the race vehicle is 

[image: image21.wmf]MTBF

t

e

R

-

=



[image: image22.wmf]h

R

t

MTBF

10

)

96

.

0

ln(

4

.

0

)

ln(

=

-

=

-

=


Thus, the MTBF for the race vehicle is approximately around 6 hours and 24 minutes of fault free operation. The MTBF is the technical performance measure (TPM) for the correct race vehicle operation. The MTBF of all the subsystems is calculated by assigning the reliability of the race vehicle to all the subsystems.


[image: image23.wmf](

)

(

)

(

)

(

)

(

)

(

)

(

)

h

R

t

MTBF

e

R

R

R

R

R

R

R

R

R

R

MTBF

t

e

RaceVehicl

subsystem

subsystem

rol

SafetyCont

Navigation

Planning

Percieving

Sensor

e

RaceVehicl

40

)

987

.

0

ln(

4

.

0

)

ln(

99

.

0

96

.

0

5

5

5

=

-

=

-

=

Þ

=

=

=

=

\

=

=

-


Based on the reliability analysis, the TPM for individual subsystem is an MTBF of approximately 30 hours. Most of the commercially available systems and software offer this reliability with optimal performance and safety control features. The requirement of high reliability entails a higher MTBF from individual components that over a certain reliability measure becomes unattainable given the fundamentals of the components and the project constraints.
7.2 Accomplish functional analysis

This involves defining the system in functional terms. 

Refer the SkyBot_FunctionalAnalysis document for a complete definition and the analysis of the function of the race vehicle.

7.3 Accomplish requirements allocation

This section involves a top-down breakout of the system-level requirements.

Refer the Skybot_RequirementsAnalysis documents for a complete description and allocation of the requirements to individual subsystems.
7.4 Identify the failure modes

This section identifies the various failure modes for each of the process in the race vehicle. A careful examination of the functional block diagram illustrates the following possible failures:

· Sensing failure: Loss of the sensing capability of the race vehicle
· Perceiving failure: Inability to perceive the obstacles, road lines, etc.
· Planning failure: Inability to build a navigable course for the race vehicle and update the RDDF

· Navigation  failure: Loss of movement of the race vehicle

· Safety control failure: Safety mechanisms halt

· Media control failure: Inability to capture the movement of the race vehicle. This is a non-critical subsystem whose failure does not impact the operation of the race vehicle.
7.5 Determine the causes of failure
The process involves analyzing the process or product to determine the actual causes for the occurrence of a failure. This is modeled using an Ishikawa “cause and effect” diagram which is effective methodology to delineate the potential failure causes.
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Figure – 6 Ishikawa Cause and Effect diagram.
7.6 Determine the effects of failure
The failure of the components not only affects the performance and effectiveness of the whole system, but affects the race vehicle in multiple ways. The effects of the failure of various components are specified in the Table – 4. 
7.7 Identify the failure detection means
This refers to various process controls that may detect the occurrence of failures or the defects. The identification can be done using aids, gauges, readout devices, condition monitoring provisions or evaluation procedures. The various means for detecting the failures are mentioned in the Table – 4. 
7.8 Rate failure mode severity

The failure mode severity refers to the seriousness of the effect or impact of a particular failure. For the purpose of the illustration the degree of the severity may be expressed quantitatively on a scale of 1 to 10. Refer Table – 3 for the failure mode severity values.
7.9 Rate failure mode frequency
The failure mode frequency specifies the frequency of occurrence of each of the individual failure mode. For the purpose of illustration the failure mode frequency is quantified on a scale of 1 to 10. Refer Table – 3 for the failure mode frequency values.

	Value
	Severity
	Frequency

	1
	Minor
	Remote

	2-3
	Low
	Low

	4-6
	Moderate
	Moderate

	7-8
	High
	High

	9-10
	Very-high
	Very-high


Table – 2 Failure mode severity and failure mode frequency

7.10 Rate failure mode detection probability

This represents the probability that the detection means will detect the potential failures in time to prevent the total race vehicle failure. For purposes of quantification the failure mode detection probability is modeled on a scale of 1 to 10 as follows.

	Value
	Detection Probability

	1
	Very-high

	2-3
	High

	4-6
	Moderate

	7-8
	Low

	9
	Remote

	10
	Absolute certainty of non-detection


Table – 3 Failure mode detection probabilities
7.11 Analyze Failure mode criticality

The criticality of the system is a function of the severity, frequency and probability of detection. The criticality is expressed in terms of a risk priority number (RPN).

RPN = (severity rating)*(frequency rating)*(probability of detection)

	Ref Number
	Potential Failure Mode
	Potential Cause of Failure
	Potential Effects of Failure
	Failure Detection Means
	Severity
	Frequency
	Detection Probability
	RPN

	7.4.1
	Sensing Failure


	GPS Failure

Lidar Failure

Radar Failure

Contact Sensor
	Movements cannot be located.

Obstacles are ignored.

Obstacles are ignored.

Obstacles are ignored.
	During Testing and inspection of GPS System

By tracking the response to obstacles during testing

By tracking the response to obstacles during testing

By tracking the response to obstacles during testing
	9

8

8

8
	3

4

4

2
	2

4

4

5
	54

128

128

80

	7.4.2
	Perceiving failure
	Database Crash

Image Processing s/w Failure
	Unable to relate the input data

Unable to process the input data
	Provide random input data and check the output

Provide random input data and verify the mapping
	7

7
	4

3
	3

7
	84

147

	7.4.3
	Planning failure
	Software Crash
	Unable to determine the path or update the RDDF
	By Verifying the contents of RDDF file based on the obstacles
	8
	4
	3
	96

	7.4.4
	Navigation  failure
	Brake Failure

Accelerator Failure

Steering Failure

Actuator Failure
	Unable to slowdown or stop the vehicle

Unable to increase the speed

Unable  to turn or deviate the vehicle

The vehicle is stationary and does not move
	By attempting to stop the vehicle using manual control or Actuator or E-Stop Transmitter.

By increasing the speed of the vehicle and verify the speedometer.

Turn the vehicle to the left or right and track the position using GPS

Total loss of vehicle function and movement.
	8

5

6

10
	2

6

5

1
	2

5

4

1
	32

150

120

10

	7.4.5
	Safety control failure
	Safety Control Button Failure

E-Stop Failure

Safety Monitor Failure

Klaxon Failure
	The race vehicle  does not stop

Race vehicle does not respond to output signals

Safety Monitor does not exhibit mode of operation

There is no respond to signal
	During Testing and the tracking the movement in GPS

During Testing and by tracking the movement in GPS

During Testing and by evaluating the data on the Safety Monitor

During Testing and by verifying the sound 
	8

9

4

3
	7

2

8

5
	2

7

7

3
	112

126

224

45

	7.4.6
	Media control failure
	Camera Failure
	There are graphical data of the vehicle
	During testing and by capturing the motion and images of the vehicle.
	1
	7
	4
	28


Table – 4 FMECA process results
7.12
Recommendations for the products/process improvement
· The software systems must be loaded with redundant data for performance testing.

· The race vehicle must have multiple sources of battery in case of power failure.

· The accelerator must be tested for full throttle multiple times.

· The Radar has to ensure high level of operational dependency on the Doppler principle.

· The E-Stop device must operate effectively over sufficiently large distance.

· The Steering control must ensure precision in its operations.

· The Safety control systems must offer highly integrated with the safety monitor and should offer high reliability. 

· The software must have effective backup systems to ensure effective planning through decision making.
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